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Abstract

National and international digital repositories must design and deliver sustainable services supporting
a range of scientific and data management activities while reducing costs and avoiding duplication of
effort. The CoreTrustSeal, launched in 2017, defines requirements and offers core level certification
for Trustworthy Digital Repositories (TDR) holding data for long-term preservation. This paper traces
the journey of the CoreTrustSeal through the Data Seal of Approval (DSA), ICSU World Data System
(WDS), Research Data Alliance (RDA) working groups and community engagement, toward becoming
a sustainable service supporting global data infrastructure. We outline the design and delivery of the
service, current activities, the benefits of certification to a range of communities, and future plans and
challenges. As well as providing a historical narrative and current and future perspectives, the
CoreTrustSeal experience offers lessons for those involved in developing standards and best practices
or seeking to develop cooperative and community-driven efforts bridging data curation activities
across academic disciplines, governmental and private sectors.

Keywords
Trust, Trustworthy Digital Repositories, TDR, certification, archives, preservation

Introduction

The CoreTrustSeal® is a not-for-profit foundation that authors and maintains the 16 CoreTrustSeal
Trustworthy Digital Repository (TDR) Requirements, and the audit procedures and process necessary
to attain CoreTrustSeal TDR certification. CoreTrustSeal is governed by the CTS Board that is drawn
primarily from the Assembly of Reviewers, which in turn consists of volunteer reviewers designated
by CTS certified repositories.

The CoreTrustSeal provides a benchmark for those seeking assurance either for their repository or for
the data they produce, own or use, to ensure the data will be actively preserved as digital assets for
the long term.

This paper presents the context and process the CoreTrustSeal has taken toward providing a
sustainable service. The Board acknowledges that though much has been accomplished, further work
remains. This paper seeks to engage in the spirit of openness and community that has created
CoreTrustSeal by sharing its experience so others may benefit from our experience in developing
common standards, products and services for our data communities. Beyond the formalisation of its
requirements, processes and governance bodies, the CoreTrustSeal remains a community-created,
community-driven entity with all the complexity, collaboration, promise and compromise that entails.
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Standards and Preservation

TDR Certification and the OAIS Model

The word preservation may not always be clearly defined, being sometimes confused with
digitisation, or mistaken for good storage practice (Harrower and Cassidy, 2017). For the
CoreTrustSeal and related TDR standards, the underlying concepts which define an organisation
capable of delivering long-term digital preservation are derived from their common reference: the
Open Archival Information System (OAIS) model®.

The OAIS model makes it clear that a repository shall:

e Obtain sufficient control of the information provided to the level needed to ensure Long
Term Preservation.

e Determine, either by itself or in conjunction with other parties, which communities should
become the Designated Community and, therefore, should be able to understand the
information provided, thereby defining its Knowledge Base.

e Ensure that the information being preserved is Independently Understandable to the
Designated Community. In particular, the Designated Community should be able to
understand the information without needing special resources such as the assistance of the
experts who produced the information. (OAIS, 2012).

The Consultative Committee for Space Data Systems (CCSDS) originally developed the OAIS reference
model (CCSDS 650.0-M-2 with a parallel standard process as 1SO14721%) as part of its suite of standards
for space data systems, but it became the de facto standard for a wider range of disciplines. At the
time of its original publication in the late 1990s, OAIS documentation noted the need for some form
of compliance certification.

Trustworthy Repositories Audit & Certification (TRAC): Criteria and Checklist of the Research Library
Group (RLG)®> was developed as part of a wide consortium brought together by the National Archives
and Records Administration (NARA) and RLG (Giaretta 2011, 463). CSSDS then took this forward as
the Audit and Certification of Trustworthy Digital Repositories Standard (15016363)%. In Germany, the
Network of Expertise in Long-Term Storage of Digital Resources awards the nestor Seal against their
Criteria for Trustworthy Digital Archives (Kriterienkatalog vertrauenswiirdige digitale Langzeitarchive)’
(DIN31644). Together the TDR standards TRAC/ISO16363, nestor Seal, CoreTrustSeal (previously Data
Seal of Approval) all derive their key concepts from the OAIS’ responsibilities to a defined Designated
Community.

Designated Community

It is not sufficient to ensure that data are stored in (and made available from) environments which
ensure bit-level integrity checks, multi-copy/multi-site redundancy and low-risk disaster recovery
methods. Though these functions are vital nodes in our (research) data networks, Trustworthy Digital
Repositories are defined by ensuring the availability of data which is also understandable and usable
by their Designated Community for the long term, ensuring the full value of data assets is assured over
time.

2/17 L'Hours, Hervé; Kleemola, Mari; de Leeuw, Lisa (2019) CoreTrustSeal: From academic collaboration to sustainable services,
IASSIST Quarterly 43 (1), pp. 1-17. DOI: https://doi.org/10.29173/i9936



https://doi.org/10.29173/iq936

The Designated Community is defined, in part, as an “identified group of potential Consumers who
should be able to understand a particular set of information” (OAIS, 2012). These requirements make
it clear that even if repositories are open to the public, their Designated Community must almost
certainly be more clearly and narrowly defined.

The composition and needs of the Designated Community will change over time. New scientific
discoveries, or changes to the common software tools they use, may necessitate a change to data
provision through emulation or file format migration. Any effective data steward must respond to
changes in the knowledge base or technical requirements of their users. The Trustworthy Digital
Repository is designed to respond to these changes for the long term, ensuring data, metadata and
documentation remain fit for purpose through each round of change.

To obtain the necessary expertise to fulfil this mission, applicants for TDR are likely to be disciplinary
repositories or other organizations focused on a defined collection, with a specific topical area, theme,
or type of data.

Sharing Expertise and Effort

There is one essential aspect of digital preservation that the OAIS model does not address directly:
Preservation of digital assets requires a lot of resources. This is captured by Hedstrom (1998, 190) who
defines digital preservation as “the planning, resource allocation, and application of preservation
methods and technologies necessary to ensure that digital information of continuing value remains
accessible and usable”. Giaretta (2011, 8) puts it more bluntly: “the really foolproof solution for digital
preservation: money... enough of it, and for an indefinite period.”

In a world with limited resources, one way to reduce costs is to share the expertise and the effort of
preservation. Since CoreTrustSeal certifications are public, they provide a growing knowledge base of
repository practice. Certification also helps to identify the repositories one can trust to have expertise
in long term preservation of digital assets and with whom one might wish to collaborate and thus
share efforts and costs.

The Data Seal of Approval (DSA)

Sixteen Guidelines for Social Science and Humanities Data

When the Netherlands’ Data Archiving and Network Services (DANS) was established by the Royal
Netherlands Academy of Arts and Sciences (KNAW) and the Netherlands Organisation for Scientific
Research (NWO), they assigned it the task of developing a Seal of Approval for data, to ensure that
archived data can still be found, understood and used in the future. In 2008 the first edition of the
Data Seal of Approval, written by Laurents Sesink, René van Horik and Henk Harmsen, was presented
in the International Conference on Preservation of Digital Objects (Harmsen, 2008).

The criteria for the Data Seal of Approval were aligned with national and international guidelines for
digital data archiving such as nestor, TRAC, and Digital Repository Audit Method Based on Risk
Assessment (DRAMBORA)® published by the Digital Curation Centre (DCC) and
DigitalPreservationEurope (DPE). Foundations of Modern Language Resource Archives of the Max
Planck Institute® and Stewardship of Digital Research Data: A Framework of Principles and Guidelines
published by the Research Information Network™® were also taken into account. In distilling the
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minimum set of requirements from these sources the Data Seal of Approval sought to ensure high
quality and reliable management of data for the future without requiring the implementation of new
standards, regulations or heavy investment..

The result was the sixteen DSA Guidelines for the application and verification of quality aspects
regarding the creation, storage and (re-)use of digital research data in the social sciences and
humanities. These served as the basis for granting a ‘Data Seal of Approval’ by the Data Seal of
Approval Board.

Three Stakeholder Groups

The guidelines were based on input from three stakeholder groups: Data Producers (quality of the
research data content, formats, documentation), Data Repositories (storage quality, organisation of
processes, technical infrastructure and assurance of availability), and Data Consumers (quality of data
use in terms of access regulations, codes of conduct and licences). Together the DSA guidelines were
intended to (DSA 2010):

e “Give researchers the assurance that their research results will be stored in a reliable
manner and can be reused

e Provide research sponsors with the guarantee that research results will remain available for
reuse
Enable researchers a reliable means to assess the repository where research data are held.
Allow data repositories to archive and distribute research data efficiently”

Fundamental to the guidelines was that sustainable archiving entails research data are reliable,
accessible on the Internet in a usable format, can be referred to, and that relevant legislation with
regard to personal information and intellectual property of the data is taken into account (DSA, 2010).

International Board

The response from the research data community made it clear that the DSA Guidelines were of
relevance far beyond the Netherlands and beyond the social sciences and humanities. In January of
2009, DANS convened a workshop to transition the DSA governance to an international board for its
further development. The initial international Board consisted of DANS (Henk Harmsen, Laurents
Sesink, Lisa de Leeuw), ICPSR (Mary Vardigan), UK Data Archive (Matthew Woollard), CINES (Olivier
Rouchon), MPI Nijmegen (Paul Trilsbeek), nestor (Natascha Schumann) and the Polar Research Centre
(Hans Pfeiffenberger).

This original DSA Board was primarily European-based and with a tendency towards social science
data though the community of Seal recipients as a whole remained more diverse and international.
Under this Board, the second revision of the Data Seal of Approval was undertaken, leveraging lessons
learned from the initial tranche of successful (and unsuccessful) applicants.

In 2015, after a number of changes to those voluntarily serving on the board, the DSA Seal holders
were given the opportunity to vote for their representatives drawn from the growing DSA community.
Representatives of DANS (Ingrid Dillo), Strasbourg Astronomical Center (Francoise Genova), University
College Dublin (John Howard), Finnish Social Science Data Archive (Mari Kleemola), UK Data Archive
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(Hervé L'Hours), CINES (Marion Massol), GESIS-Leibniz Institute for the Social Sciences (Natascha
Schumann) and MPI Nijmegen (Paul Trilsbeek) took their elected position in January 2016.

Beyond Academic Research Data

The Data Seal of Approval envisaged that data demanded by the social sciences and humanities were
of potentially broad provenance noting their guidelines were “of interest to researchers and
institutions that create digital research files, to organizations that archive research files, and to users
of research data” (DSA, 2010).

Interest from a wider academic sphere made it clear that the certification of digital archives is not only
important for scientific archives of primary research data, but also for cultural heritage institutions
such as public libraries, museums and archives. The big data revolution encompasses both the capacity
for collection and for analysis of data at previously impossible scales. The range of data and the
research projects themselves are increasingly heterogeneous. Public-private research partnerships
are increasingly common, and data originally conceived for other purposes, including governmental,
administrative and other data including social media data, are increasingly used within research. These
changes make a narrow definition of research data increasingly difficult to justify as data are created,
curated, stored and used by a wider range of actors across the data/research data lifecycle.

Trust in these actors is increasingly critical to our trust in data generally and in scientific data
specifically. With these changes in mind, the DSA Board undertook a revision of the DSA Guidelines in
2010. Wording was clarified to encompass the full range of data of interest to the widest possible
group of data users and guidance was extended to address the need for more specific examples. This
exercise was repeated in 2013 resulting in the second version of the DSA guidelines (DSA 2014-2017).

Wider Adoption of TDR Principles

The added value of the DSA process was first recognized by the approximate 60 individual repositories
seeking or achieving DSA at the time. Other adopters included the European Research Infrastructure
Consortia (ERIC) as defined by the European Strategy Forum on Research Infrastructures (ESFRI)?
within the European Research Area (ERA) and Innovation Union. They encompass: major scientific
equipment, resources such as collections, archives or scientific data, e-infrastructures such as data
and computing systems, and communication networks. The ERICs represent a broad range of potential
applicants covering a wide range of subject, disciplinary and scope initiatives. Not all of them are
directly comparable from technical or workflow perspectives, but all seek a trust relationship within
and between their components (L’Hours et al, 2018). In this context Infrastructures such as CESSDA??,
CLARIN® and DARIAH used DSA, and are using the CoreTrustSeal requirements. CLARIN has made
certification mandatory for a large part of its centres. All CESSDA Service Providers must seek
certification, and the DSA/CoreTrustSeal requirements are mapped directly to their common statutes
where possible. DARIAH is using the requirements in their assessment of national contributions to the
infrastructure. The emergence of the FAIR data principles (Findable, Accessible, Interoperable,
Reusable, see Wilkinson et al. (2016)) alongside TDR standards as important for collaboration in the
evolving European Open Science Cloud (EOSC) means that the role of CoreTrustSeal continues to
evolve and advance.
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A Stepped Framework of Rigour and Trustworthiness

To achieve greater harmonization between the different trust initiatives and their audit criteria, a
Memorandum of Understanding (MoU) was signed in 2010 establishing a European Framework for
Audit and Certification!®> between the Data Seal of Approval, Audit and Certification of Trustworthy
Digital Repositories Standard (ISO16363) and nestor Seal Criteria for Trustworthy Digital Archives
(DIN31644). The MoU acknowledged a hierarchy of Basic (now referred to as Core), Extended and
Formal certification in order of complexity and audit rigour (Schumann 2012):

1. Basic Certification is granted by obtaining the DSA.

2. Extended Certification requires completing the DSA and an externally reviewed self-audit
based either on ISO 16363 or DIN 31644.

3. Formal Certification requires completing the DSA and a full external certification based
either on ISO 16363 or DIN 31644.

The memorandum clarified the position of the DSA, and by extension, the CoreTrustSeal, within the
wider context of TDR standards. The mission of the CoreTrustSeal remains to offer a basic/core
certification, which is low barrier to enter, community driven, and integrated into a stepped
framework of improvements for those organisations seeking a more rigorous path.

Standards Integration through the Research Data Alliance

When a Research Data Alliance (RDA) Interest Group on the Certification of Digital Repositories'® was
created, there was recognition of the value of core certification but also a concern that a proliferation
of such efforts may be unhelpful. Both the Data Seal of Approval and the membership criteria of the
International Council for Science’s World Data System (ICSU-WDS) were identified as core efforts with
aligned goals. Both held a multidisciplinary remit, though for historical reasons their primary
applicants differed with ICSU-WDS coming from the Earth and Space Sciences, so the partnership also
offered an opportunity to serve a wider community.

In 2013, the Repository Audit and Certification working group®” was proposed, with a vision of realizing
efficiencies, simplifying assessment options, stimulating more certifications, and increasing impact on
the community (Rickards et al, 2016b). The central focus was a DSA-WDS partnership with
representatives of both communities involved. In keeping with the transparency principles of the RDA,
the interest and working group efforts were open to the full RDA membership for both participation
and communication.

The working group undertook an analysis and comparison of the two sets of procedures and criteria
with a view to creating a single set supporting the goals of both sources. The process and governance
structures for core certification were aligned. The coverage, content and wording of the requirements
were reviewed and revised and the resultant common requirements and procedures were run
through a test bed process involving current WDS members and DSA recipients. These results were
published, and their findings integrated into a second revision of the working group outputs. Process
and requirements, including an introduction on the benefits of certification, background information,
guidance text, and a glossary were made publicly available on the RDA website for comment during
the lifetime of the working group.
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With an agreed set of procedural and criteria references, the WDS and DSA began negotiations to
merge the Data Seal of Approval and the WDS membership process into a single independent entity.
An alignment plan was developed to define the initial governance entities and relationships of both
parties. A joint position on the future of core certification was agreed upon, including short term
alignment with cooperative, parallel activities, and longer-term alignment towards a single entity.

At this point the WDS Board and DSA Board®® began applying the common requirements to new
applications and renewals.

Figure 1: DSA timeline.
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CoreTrustSeal Current Activities

Community-based non-profit organization

Key factors in the alighment plan were the formation of an interim board®®, the development of a
common branding plan, board statutes and business plan, as well as the creation of additional
guidance to support reviewer training including an online tool to support the application and
administration processes.

On the 11th of September 2017 the new CoreTrustSeal organisation was announced as a “community-
based non-profit organization promoting sustainable and trustworthy data
infrastructures, [] governed by a Standards and Certification Board consisting of members drawn from
the Assembly of Reviewers (by election) and the wider repositories stakeholders (appointed)”.

From 2018, the CoreTrustSeal is a legal foundation entity under Dutch law governed by a Standards
and Certification Board composed of 12 elected members representing the Assembly of Reviewers.
The first Board elections were held in July 2018 and the Board 2018-2021 consists of:
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Directors

Chair—Jonas Recker (GESIS-Leibniz Institute for the Social Sciences, Germany)
Vice-chair—Hervé L'Hours (UK Data Archive, United Kingdom)
Secretary—Mari Kleemola (Finnish Social Science Data Archive, Finland)

. Treasurer—Ingrid Dillo (Data Archiving and Networked Services, The Netherlands)
Members

Jonathan Crabtree (Odum Institute Data Archive, USA)
Robert R. Downs (CIESIN-SEDAC, University of Columbia, USA)
John Faundeen (USGS EROS Centre, USA)
Wim Hugo (South African Environmental Observation Network, South Africa)
Reyna Jenkins (Ocean Networks Canada)
Dawei Lin (ImmPort Repository, DAIT-NIAID-NIH, USA)
Mustapha Mokrane (World Data System, France)
° Paul Trilsbeek (Max Planck Institute for Psycholinguistics, The Netherlands)
Ex officio

Rorie Edmunds (World Data System)
llona von Stein (Data Archiving and Networked Systems)

The range of existing WDS, DSA and DSA-WDS certifications have been integrated into the application
and certification process of the CoreTrustSeal as part of the certification renewal process. Within the
ever growing CoreTrustSeal community new volunteers are being sought on an ongoing basis for the
pool of reviewers.

An introduction to the CoreTrustSeal, the 16 requirements, extended guidance and a supporting
glossary are all available®.

CoreTrustSeal Application Process in Brief

Organisations with data expertise for a defined collection may seek certification against the 16
CoreTrustSeal requirements. The first step is to create an account in the CoreTrustSeal Application
Management Tool. The actual application process begins when the applicant submits their self-
assessment, i.e. their statements for each requirement via the Tool. Each self-assessment statement
against each requirement needs to be supported by evidence. The CoreTrustSeal Board then assigns
two independent peer reviewers taken from the community of CoreTrustSeal holders. By undertaking
this responsibility peer reviewers become eligible for election to the CoreTrustSeal Board. Members
of the CoreTrustSeal community are asked to volunteer to join the reviewer pool.

The comments and feedback from the two peer reviewers are assessed by the Board and a
CoreTrustSeal is either granted for a period of three years, or the application is returned to the
applicant for further work. The self-assessments and reviewers’ final comments are published online
once the CoreTrustSeal is awarded. Each applicant pays a fee of 1000 Euros to cover the cost of the
operation, maintenance and development of the certification service.

Certification Fee
One of the drivers behind the effort to create a single core certification was an acknowledgement of
the human and financial investment required to deliver such services.
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The provision of a fee for CoreTrustSeal certification is a key element of the business model selected
to ensure sustainability of the requirements, procedure and the service. The Board understood that
any cost implication would present an issue for some members of the community. In order to ensure
longevity and confidence in the criteria, however, an approach was required which went beyond a
reliance on periodic project funding and in-kind contributions from participating organisations.

The Board has been careful to communicate?! that the fee is for administrative purposes and is in line
with the not-for-profit foundation status of CoreTrustSeal. Since the certification is valid for three
years, the cost averages approximately 300 euros per year of certification. The fee-based model
ensures that the cost of operation can be met for the maintenance of the standard, supporting
procedures, associated tools, ongoing training of reviewers and engagement with the community.

The cost of core certification activities remains entirely met by the volunteer efforts of those joining
the pool of reviewers including those elected and appointed to the Board. Such activities include the
dual peer review of self-assessment statements and associated supporting evidence, followed by
review, feedback and decisions from the Board.

Overview of the CoreTrustSeal Requirements

CoreTrustSeal take a ‘whole organisation’ perspective to reviewing data repositories. It starts off by
asking for contextualizing background information and then focuses on the organisational
infrastructure (mission, licences, continuity of access, sustainability, confidentiality/ethics, skills and
guidance), digital object management (integrity, authenticity, appraisal, storage, preservation, quality,
workflows, discovery, identifiers, re-use) and technology (technical infrastructure and security).

The 16 CoreTrustSeal requirements??:

1. The repository has an explicit mission to provide access to, and preserve data, in its domain.

2. The repository maintains all applicable licenses covering data access and use and monitors
compliance.

3. The repository has a continuity plan to ensure ongoing access to and preservation of its
holdings.

4. The repository ensures, to the extent possible, that data are created, curated, accessed, and
used in compliance with disciplinary and ethical norms.

5. The repository has adequate funding and sufficient numbers of qualified staff managed
through a clear system of governance to effectively carry out the mission.

6. The repository adopts mechanism(s) to secure ongoing expert guidance and feedback (either
inhouse, or external, including scientific guidance, if relevant).

7. The repository guarantees the integrity and authenticity of the data.

8. The repository accepts data and metadata based on defined criteria to ensure relevance
and understandability for data users.

9. The repository applies documented processes and procedures in managing archival storage
of the data.

10. The repository assumes responsibility for long-term preservation and manages this function
in a planned and documented way.
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11. The repository has appropriate expertise to address technical data and metadata quality
and ensures that sufficient information is available for end users to make quality-related
evaluations.

12. Archiving takes place according to defined workflows from ingest to dissemination.

13. The repository enables users to discover the data and refer to them in a persistent way
through proper citation.

14. The repository enables reuse of the data over time, ensuring that appropriate metadata are
available to support the understanding and use of the data.

15. The repository functions on well-supported operating systems and other core infrastructural
software and is using hardware and software technologies appropriate to the services it
provides to its Designated Community.

16. The technical infrastructure of the repository provides for protection of the facility and its
data, products, services, and users.

Guidance for Self-Assessment and Review

As the CoreTrustSeal has evolved there has been an increased need to provide more elaborate training
and guidance for new reviewers to ensure consistency across the applications. In 2017, supported by
a small project financed by the Research Data Alliance (RDA), extended guidance was created by the
CoreTrustSeal Board.

The extended guidance gives a more detailed perspective on what reviewers should expect as
evidence against each of the requirements. As the reviewer pool grows and more repositories are
certified, the reviewers’ experiences and observations are captured by the CoreTrustSeal Board to
ensure the extended guidance remains in line with the latest developments. As a publicly available
document, the extended guidance is also a useful tool for applicants??

Benefits of Certification

Over time CoreTrustSeal and other certification efforts have sought to demonstrate the benefits of
certification to a variety of stakeholders. For TDR these lie not only in the certification itself but in the
process by which different repository actors communicate, share and document their knowledge as
they prepare and manage the relevant evidence.

In a review of their own Data Seal of Approval process, the Finnish Social Science Data Archive?* noted:

The use of models and metrics to assess our procedures and policies have raised our
awareness about the challenges of digital preservation, revealed existing and possible
problems and weaknesses as well as strengths, steered and initiated minor and major
changes in our operations, and resulted in improved documentation. As a
consequence, many of our processes are now better and more efficient or, they will
be better — some of the bigger changes will take time to implement. We are also able
to better manage risks, provide more trustworthy services for the research
community, and demonstrate FSD’s trustworthiness to our stakeholders. (Kleemola
2015.)
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During the years Data Seal of Approval and World Data System have been conducting their

certifications, user experiences have been collected via case studies, presentations at conferences

and/ or engagement with the community. Furthermore the Dutch Network Digital Heritage (NDE)
conducted a survey on the benefits of the Data Seal of Approval (Waterman and Sierman, 2016). The
following conclusions/benefits can be drawn from their experiences and remain valid for the

CoreTrustSeal.

Performing a self-assessment does not take much time; on average, two to four days. It
mainly depends on the level of existing documentation and its disclosure.

Although most documentation is intended to be publicly accessible, an exception can be
made for documentation containing privacy-sensitive and confidential information, such as a
long-term vision.

The certification process is very useful as an evaluation of internal procedures, which can be
reviewed and updated where necessary. The current state of affairs, which can also serve for
future accreditation, is made visible. Additionally, the procedures and documentation are
evaluated, tested and approved by an external professional and the CoreTrustSeal is very
helpful in determining strengths and weaknesses.

The CoreTrustSeal reaffirms the necessity and usefulness of succession/long-term planning
and helps to get these issues higher on the agenda of management.

The CoreTrustSeal contributes to a reliable image. It can be used to improve reputation, but
also as a benchmark for comparison. It clarifies what constitutes a digital repository and its
business, and it creates transparency for the community in the area of sustainability.

The CoreTrustSeal increases the confidence of users: it shows that standards are being used,
just like the ones being used by traditional museums or repositories.

The CoreTrustSeal helps to build a community: 'We' all work according to the same
standards.

The CoreTrustSeal emphasizes the need to conform towards the OAIS standards.

Interaction with the peer reviewer is perceived as significant.

The requirements are sufficiently generic to be applied to scientific data as well as
publications.

Because of its general approach the CoreTrustSeal is perceived as a less 'threatening’,
detailed and time-consuming procedure than more comprehensive standards, such as ISO or
TRAC. The focus is on increasing awareness and transparency; CoreTrustSeal takes a
community's and peer reviewers point of view rather than a top-down approach.

The CoreTrustSeal is a solid foundation for applying for DIN 31644 certification.

By renewing the CoreTrustSeal, the data repository will show its progress.

(Waterman and Sierman, 2016)

A recent study by Donaldson et al (2017) validates these claims. Their findings demonstrate that DSA
certification has allowed the repositories to:
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Build stakeholder confidence of their stakeholders in them,
Improve their documentation,

Gain assurance that they are following best practice,
Demonstrate their transparency,
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Improve their processes,

Raise awareness about the importance of digital preservation,

Spend less time on audit and certification as compared to audit and certification through
other programs,

Improve communication among staff members, and

Join a community of repositories who have demonstrated their commitment to digital
preservation and following best practice.”

Donaldson et al (2017)

Future Plans

Certification as a Service for Complex Partnerships

Though neither the OAIS model nor the extant TDR standards preclude the idea of a TDR being a
complex partnership of organisations, or a mixture of in-house and third party resource, neither do
they address it in detail. The CoreTrustSeal acknowledges the rapid expansion of data management
partnerships by asking for context about the organisation structure and acknowledges the increased
provision of third party services by asking about outsourcing. Both of these questions speak to the
scope of the repository in terms of control of and responsibility for data and acknowledge the
possibility of shared responsibility for the CoreTrustSeal requirements. In an ideal world, each
outsource partnership would be to a similarly certified trustworthy entity, but not all partners will
seek such certification and in some cases appropriate certification may not yet exist.

Complex partnerships provide a challenge for applying the CoreTrustSeal. While outsourcing may
provide cost savings and access to systems, services and expertise at scale not otherwise available to
the applicant, it also introduces a more complex range of relationships and dependencies which can
increase bureaucracy and risk. The CoreTrustSeal Board is actively investigating how best to define
the acceptable scope of outsourcing including which requirements it might apply to and the level of
control (and supporting evidence) applicants must provide to support assurances of trustworthiness.
The provision of clear service level agreements is one key element of trust in complex partnership and
outsourcing models but the CoreTrustSeal must keep up with the evolving nature and technical
realities of modern repositories.

Widening the Evidence and Certification Community

The heritage of TDR standards leads to an inevitable focus on OAIS-defined repositories undertaking
active data preservation by data/disciplinary experts for Designated Community having a defined
knowledge base. Not all data assets are held in such repositories, however, and the CoreTrustSeal is
increasingly receiving queries about how more general purpose repositories or institutional
repositories with a broad disciplinary remit might be better supported. Many data assets may be
stored and managed in such environments for some part of their lifecycle, thus forming a portion of
the data provenance critical to ensuring an unbroken chain of trust from data creation/collection to
use.

A general purpose institutional repository with appropriate disciplinary expertise to define and
support preservation for a Designated Community could apply for the CoreTrustSeal but would need
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to provide evidence related to a particular part of the data collection. The notion of providing clearer
collection profiles to support better certification is already on the CoreTrustSeal radar as repositories
undertake a range of curation levels (from storage of untouched deposited data to active participation
in data quality improvement) and a range of responsibilities for digital objects (from harvesting
metadata for resource discovery to active training and management of access to sensitive data
through secure remote environments or safe rooms). The challenge is to set clear, common criteria
for defining the data collections while retaining the ‘core’, low barrier to entry mission of
CoreTrustSeal.

From a full data lifecycle perspective, there is a strong relationship between different repository types
and the increased tendency for complex partnerships and outsourcing. Both present challenges for
our trust in data across a range of data stewards over time. Repository host institutions, providers of
metadata entry systems, data storage, and discovery and access systems may all contribute (through
paid and unpaid relationships) to the overall infrastructure of people, processes and technologies
necessary to ensure valuable digital assets are maintained. One potential solution is for CoreTrustSeal
to engage with a wider variety of actors, including product and service vendors, to identify how they
could support their clients with standardised evidence to support one or more aspects of the
CoreTrustSeal requirements. This would lower the barrier to entry of certification; support
standardised, transparent evidence of practice; and provide an additional ‘ready for TDR’ incentive to
potential partners of participating product and service providers.

Conclusions

The CoreTrustSeal has grown from two complementary approaches to a single set of guidelines
ensuring that data repositories can be trusted as stewards for the long term. It has grown and adapted
to changing circumstances and continues to do so.

The notion of a ‘Trustworthy Digital Repository’ stems from the need to move beyond de facto trust
in partner organisations to act as responsible stewards of data, towards de jure assertions of their
trustworthiness. Standardisation, audit and certification are partly the kind of natural progression
towards professionalization experienced by all mature service models. Certification also provides clear
labelling of trustworthy ‘nodes’ in the (research) data lifecycle where outsourcing, third party
relationships, and complex partnerships make the overall technical and human infrastructure of
repository services more opaque.

Despite a membership and history which is predominantly academic, the CoreTrustSeal aspires to a
generalised assurance of data preservation across disciplinary and specialist boundaries to ensure that
digital data remain accessible to, and understandable by, those interested in seeking to use them for
analysis, policy or profit.

The notion of trust is critical across the data lifecycle. The ‘repository’ or ‘archive’ model has
historically defined itself as a distinct part of the lifecycle, but increasingly some repository standards
and best practice have been adopted into more general research data management guidance.
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Organisations which consider themselves as repositories are increasingly ‘full lifecycle’ actors as they
are engaged with data producers pre-deposit and with researchers during the data use phase.

The deluge of data is a defining change to society and the CoreTrustSeal acknowledges these changes
with a broad remit for certification of trustworthy digital repositories.

CoreTrustSeal and the CoreTrustSeal community are growing and thriving. The DSA-WDS collaboration
and aligning of the two certification procedures has proved successful and the CoreTrustSeal has
become an independent certification organisation that supports a variety of repositories. Today
(2018), over 130 Seals have been awarded and more are in process. Certification standards like the
CoreTrustSeal are also playing their part in the European Open Science Cloud (EOSC)* and
collaborative research infrastructure developments. In addition, CoreTrustSeal certification is
instrumental in helping data repositories adhere to the FAIR principles?® and CoreTrustSeal is currently
working through the EU ICT Standardisation?” process which will permit it to be referenced for
procurement purposes.

The formalisation of the CoreTrustSeal requirements, processes and governing bodies must sit
alongside a flexible and responsive community-driven approach to change, if it is to continue to adapt
to the rapidly evolving needs of the research data community and their collaborative partners.
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