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Abstract 
Research data integrity provides a strong foundation for high quality research outcomes, and it is an 
essential part of the research data lifecycle due to its critical role in research rigor, reproducibility, 
replication, and data reuse (the four Rs). Understanding research data integrity is therefore imperative 
in collaborative interdisciplinary research and collaborative cross-sector research where different 
norms, procedures, and terminology regarding data exist. 

Research data integrity is closely associated with data management, data quality, and data security. 
Producing data that are reliable, trustworthy, valid, and secure throughout the research process requires 
purposefully planning for research data integrity and careful consideration of research data lifecycle 
actions like data acquisition, analysis, and preservation. In addition, purposeful planning enables 
researchers to conduct rigorous research and generate outcomes that are reproducible, replicable, and 
reusable. To advance this conversation, we developed two tools: a concept model that visually 
represents the relationship between data management, data quality, and data security as components 
of research data integrity, and a schema for implementing these components in practice. We contend 
that disentangling research data integrity and its components, developing a standardized way of 
describing their interplay, and intentionally addressing them in the research data lifecycle reduces 
threats to research data integrity. 

In this paper, we break down the complexity of research data integrity to make it more understandable 
and propose a practical process by which research data integrity can be achieved in a way that is useful 
for data producers, providers, users, and educators. We position our concept model and schema within 
the larger dialog around research integrity and data literacy and illuminate the role that research data 
integrity and its components (data management, data quality, and data security) play in the four Rs. In 
this paper, we present a concept model and schema for use as tools for instruction/training and practical 
implementation. Using these tools, we examine the role of research data integrity in rigorous and 
reproducible research and offer insight into ensuring research data integrity throughout the research 
process. 
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1. Introduction 
The primacy of data in empirical scientific research, trustworthy findings, and the creation of knowledge 
demands that both institutions and individual researchers allocate adequate resources to ensure 
research data integrity from the inception of a research project, through the dissemination of findings, 
and the subsequent sharing of data. In this paper, we focus on the interplay between data management, 
data quality, and data security to develop a holistic approach to achieving research data integrity in 
practice and the positive impacts of this approach on research integrity. We aim to transcend disciplinary 
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perspectives to establish a generalized, practical model of research data integrity foundational to the 
four Rs of research: rigor, reproducibility, replication, and reuse (see Table 1 for definitions). 

This paper purposefully discusses the integrity of research data distinct from other types of data. Data 
integrity can be defined as the ‘state of data (valid or invalid) and/or the process of ensuring and 
preserving the validity and accuracy of data’ (Ng, 2021). As a concept, however, data integrity is 
deceptively complex given how it has been used over time and across disciplines and sectors, and 
therefore not holistically understood by the research community. In this paper, we propose a concept 
of research data integrity that is comprised of the individual components of data management, data 
quality, and data security, and realized through documentation and training. Furthermore, we propose 
that research data integrity is more robust and achievable when approached as a relationship between 
these components rather than as discrete elements. Understanding these components of research data 
integrity brings clarity to a complex concept that is difficult to define and implement. It is essential that 
researchers understand the concept of research data integrity and intentionally implement it in the 
research lifecycle due to the key role it plays in the achievement of the four Rs. Research data integrity 
is critical to scientific rigor, and although inability to reproduce or replicate a study’s findings is not 
always a research data integrity issue, it is an important factor in successful attempts. Moreover, data 
reuse hinges on research data integrity and the trustworthiness of the original dataset.  

 

Table 1: Definitions of the Four Rs: Rigor, Reproducibility, Replication, and Reuse 

Rigor 

‘Scientific rigor is the strict application of the scientific method to ensure 

unbiased and well-controlled experimental design, methodology, analysis, 

interpretation and reporting of results’ (U.S. Department of Health and 

Human Services, no date). 

Reproducibility 

‘Reproducibility means computational reproducibility – obtaining 

consistent computational results using the same input data, computational 

steps, methods, code, and conditions of analysis’ (National Academies of 

Sciences, Engineering, and Medicine, 2019b , p. 6). 

Replicability 

‘Replicability means obtaining consistent results across studies aimed at 

answering the same scientific question, each of which has obtained its own 

data. Two studies may be considered to have replicated if they obtain 

consistent results given the level of uncertainty inherent in the system 

under study’ (National Academies of Sciences, Engineering, and Medicine, 

2019b , p. 6).  

Reuse 

 ‘Data reuse is a concept that involves using research data for a research 

activity or purpose other than that for which it was originally intended’ 

(Network of the National Library of Medicine, no date).  

 * Italics added for emphasis  
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Our interest in exploring the concept of data integrity was raised by a student’s question about the 
difference between data quality and data integrity – a question that the authors were unable at the time 
to satisfactorily answer for the student. This question was asked in an interdisciplinary graduate seminar 
on research integrity taught by two of the authors (Emanuel and Simpson) and in which the third author 
(Condon) guest lectures on the topic of responsible research data management. Not being able to 
adequately answer the student’s question in class revealed the need to further examine and make clear 
the distinctions among terms related to data integrity. As we tried to refine our own understanding of 
data integrity, we found that research data integrity was often expressed as being closely associated 
with data management, data quality, or data security. In general, data management addresses 
foundational practices to ensure that data are usable and reusable; data quality speaks to the reliability 
and utility of data; and data security is concerned with safeguarding data from loss or corruption (see 
Table 2 for working definitions of these terms). Often only vague explanations were provided to 
distinguish these concepts from research data integrity, or the differentiation was left ambiguous. We 
concluded that there was a need to further the discussion of research data integrity. We propose to 
advance the conversation around research data integrity by identifying and disentangling the 
components of research data integrity, developing a holistic understanding of these components and 
their interplay, and intentionally addressing their centrality in the research lifecycle.  

The aims of this paper are to: 

• Establish practical explanations of research data integrity and its components – data 
management, data quality, and data security – to better articulate the relationships 
between these terms while clearly conveying their role in the research lifecycle; 

• Consider the utility of these components for data producers, providers, users, and 
educators; and  

• Demonstrate the central role of research data integrity in research rigor, reproducibility, 
replication, and data reuse. 

To address these aims, we propose a concept model of the relationships among the components of 
research data integrity (graphically represented in Figure 1) and a schema for implementing research 
data integrity in practice, training, and education (see Figure 3). We then discuss using these tools for 
training and education to foster the four Rs throughout the research lifecycle. Developing this concept 
model provides a foundation for reducing threats to research data integrity and producing high quality 
research outcomes.  

In the context of this article, we refer to research data as opposed to other types of data, such as 
organizational, administrative, or product development data. The proposed concept model and schema, 
however, could be adapted to other types of data. It is additionally not within the scope of this article 
to provide an in-depth review of the breadth of literature on data integrity and related terms. Rather, 
we use the literature to provide readers with a foundation for understanding the concept model that 
we have developed, and we cite materials across disciplines and domains to illustrate the broad reach 
and complexity of data integrity. Much of the literature addresses data integrity from a discipline- or 
domain-dependent perspective. Therefore, one of the strengths of the proposed concept model is that 
we present research data integrity and its components as discipline-independent with the intention that 
it could be utilized across disciplines.  
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2. The complexity of data integrity 
The National Academies of Sciences, Engineering, and Medicine report, Fostering Integrity in Research, 
explains that ‘[p]racticing integrity in research means planning, proposing, performing, reporting, and 
reviewing research in accordance with [the six core values of science: objectivity, honesty, openness, 
accountability, fairness, and stewardship]’ (National Academies of Sciences, Engineering, and Medicine, 
et al., 2017, p. 38). Integrity of data plays a key role in these core values from objectively analyzing, 
reporting, and documenting data to responsibly sharing data and code underlying published research. 
Furthermore, the Singapore Statement on Research Integrity includes several professional 
responsibilities of researchers that align specifically with safeguarding data integrity. These include the 
responsibilities to ‘keep clear, accurate records of all research,’ ‘share data and findings openly and 
promptly,’ ‘create and sustain environments that encourage integrity,’ and report ‘irresponsible 
research practices’ (World Conference on Research Integrity, 2010, p. 1).  

Issues with data integrity are at the center of many cases of research misconduct leading to article 
retraction (see for instance, Bordewijk, et al., 2021; Carlisle, J. B., 2012; Piller C. and Servick K., 2020; van 
der Zee et al., 2017). A cursory search of the Retraction Watch Database (Retraction Watch Database, 
2018) shows that data integrity issues – such as concerns with or errors in data, unreliable data, or 
falsification/fabrication of data – account for a concerning number of article retractions. In an editorial 
about the potential value of data auditing prior to publication to help identify data integrity issues, 
Shamoo (2020) observes that ‘[r]esearchers must be rigorous and careful in designing and executing 
experiments and honest and transparent when reporting data, methods, and results’ (p. 325). These 
responsible data practices are at the core of maintaining data integrity in research and fostering the four 
Rs.  

To promote responsible data practices, data producers, providers, users, and educators in the academic, 
business, and industry sectors tend to focus on different applications of data integrity. This underscores 
both the inconsistent use of data integrity as a term as well as the complexity of data integrity as a 
concept. In academia, data integrity through the management of scientific research data is a key tenet 
of research integrity education and the practices of scientific and academic professional associations 
(e.g., U.S. Geological Survey). With more funding agencies now requiring a data management plan as a 
part of grant applications, increased attention has been given to responsible data management practices 
and the resources needed to implement them (e.g., National Institutes of Health, 2020). The business 
sector has embraced the concept of data integrity due to the important role that organizational data 
play in keeping a company competitive (e.g., sales, marketing, forecasting, revenues versus expenses, 
and customer privacy) (Caratas, Spatariu and Gheorghui, 2019). Their focus in protecting data integrity, 
however, is often on the security of data (i.e., keeping data safe from unauthorized access or changes) 
(Pandey, et al, 2020; Yang, Xiong and Ren, 2020). Certain industries, particularly those in health-related 
fields (e.g., those whose work falls under the jurisdiction of the U.S. Food and Drug Administration [FDA] 
regulations), often focus their data integrity efforts on protecting the quality of data due to its 
importance in the development of their products and interventions (Ahmad, Kumar and Hafeez, 2019; 
Arroyo-Araujo and Kas, 2022). The FDA, for example, uses the ALCOA (Attributable, Legible, 
Contemporaneous, Original, and Accurate) standard for data integrity and quality in the current good 
manufacturing practice (CGMP) for drugs (U.S. Food and Drug Administration, 2018). These multiple 
applications of data integrity and the lack of a consistent, cross-disciplinary understanding of data 
integrity among sectors can lead to consequences when communicating, collaborating, conducting 
research, and sharing information.  
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The concept of data integrity is often simplified to the discipline-specific applications of data 
management, data quality, and data security. It is also used simultaneously to describe fundamentally 
different attributes of data. For example, data integrity may refer to a notion of reliability and 
trustworthiness of the data; alternatively, it may be considered a characteristic of data throughout the 
research data lifecycle (National Academies of Sciences, Engineering, and Medicine, 2019a; Ng, 2021; 
Sandhu, 1993). To add to the confusion, data integrity can be used to describe both the state of data 
(e.g., whether it is valid or invalid) as well as the process of ensuring and preserving the validity and 
accuracy of data in a dataset or database (Brook, 2020; Ng, 2021). Finally, data integrity is often 
categorized as either physical or logical. Physical integrity pertains to the protection of data’s wholeness 
and accuracy as they are stored and retrieved, and logical integrity refers to keeping data unchanged as 
it is used in different ways in a relational database (Talend, no date). This confusion can be compounded 
in multi-sector projects or interdisciplinary research where standards, practices, and terminologies may 
differ. 

While useful in certain contexts, the aforementioned applications of the term data integrity lack a 
holistic approach to identifying and addressing the complexity of data integrity and the relationships 
among the different components of data integrity. Furthermore, none of the current definitions present 
either a standardized terminology that can be understood across disciplines or, critically, an overarching, 
cross-disciplinary framework that addresses all the facets necessary to ensure data integrity throughout 
the research lifecycle. Subsequently, these applications of data integrity inhibit practitioners (e.g., data 
producers, providers, and users) and educators from effectively leveraging data integrity and fostering 
achievement of the four Rs. These varied usages of data integrity do not adequately convey the process 
required to integrate all of the components into the foundation of a research project. In addition, they 
do not provide students or early-career researchers a concrete framework for integrating data integrity 
into the research lifecycle. The lack of consistency among the above examples demonstrates the 
imprecise use of the term data integrity  as both a simplified term and as a multi-dimensional concept 
depending on the sector or discipline. This imprecision in the understanding and application of data 
integrity jeopardizes the ability to implement it as a keystone in the research lifecycle.  

3. Components of research data integrity and their relationships 
To address the definitional and implementation problems raised above, we propose a concept model of 
research data integrity characterized by the dynamic interplay of its core components of data 
management, data quality, and data security and as supported by necessary documentation and 
training. Our first aim is thus to establish practical explanations of these core components to better 
elucidate the relationships among them. Our objective is to disentangle terminology and look at the 
interchange between the components to address the limitations when viewing them in isolation from 
one another rather than as a system. For instance, poor quality data can have integrity. On the other 
hand, high quality data can be managed according to best practices, but due to issues such as invalid 
inputs or lack of attribution, the integrity of the data is questionable or compromised. By highlighting 
the interactions among the components, we better situate their role in practice and illustrate their 
interconnectedness. 

In support of our first aim, we propose a holistic, three-part research data integrity model that integrates 
a definition of each core component, clarifies relationships among the core components, and 
emphasizes the fundamental role of documentation and training (see Figure 1 for the CSE Research Data 
Integrity Concept Model). With this concept model, we attempt to move from a static representation of 
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research data integrity as discrete components to a more dynamic and holistic representation of how 
research data integrity constitutes the interplay of its core components and in which, ultimately, the 
whole is greater than the sum of the parts.  

 

Figure 1: CSE Research Data Integrity Concept Model. A visual representation of the core components of 
research data integrity, the interplay between these components, and the fundamental role of 
documentation and training. 
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3.1. Definitions of core components 
Addressing the lack of standardized terminology and definitions was the first challenge we tackled. To 
develop our concept model, we used the working definitions of research data integrity and the three 
key components presented in Table 2. 

Table 2: Working Definitions of Research data integrity and its Components 

Data Integrity 
‘State of data (valid or invalid) and/or the process of ensuring and 

preserving the validity and accuracy of data’ (Ng, 2021).  

Data Management 
A set of foundational practices for organizing, documenting, storing, 

sharing, and preserving data. 

Data Quality 

‘Assurance that data produced is exactly what was intended to be 

produced and fit for its intended purpose’ (Medicines & Healthcare 

Products Regulatory Agency, 2018, p. 20).  

Data Security 
Physical security and technological protection of data for safeguarding 

data from corruption, unauthorized access, or loss. 

Data integrity speaks to the trustworthiness of data throughout the research data lifecycle (see Figure 
2 for an example of a Research Data Lifecycle). Data integrity as a state characterizes a dataset that is 
both valid and accurate (trustworthy) now and into the future (McDowall, 2018; Medicines & Healthcare 
Products Regulatory Agency, 2018; Ng, 2021). Data integrity as a process describes measures used to 
ensure validity and accuracy (trustworthiness) of a dataset now and into the future (IEEE, 1990; 
McDowall, 2018; Ng, 2021).  

Data management is a set of foundational practices for organizing, documenting, storing, sharing, and 
preserving data. Data management is concerned with maintaining trustworthiness of data throughout 
the research data lifecycle and ensuring that data are reusable now and into the future. There are many 
resources that address best practices for responsible research data management (see Briney, Coates 
and Goben, 2020; Corti, Van den Eyden, Bishop and Woollard, 2019; Goodman, et al., 2014), as well as 
several which connect data management to research data integrity and the responsible conduct of 
research (see Coates, 2014; National Academy of Sciences, National Academy of Engineering, and 
Institute of Medicine, 2009). In discussing the importance of reproducible research, Resnik and Shamoo 
(2017) note that ‘[r]esearchers need to be able to trust that published data are reliable, and 
reproducibility problems can undermine that trust’ (p. 3), further reinforcing the centrality of 
responsible data management practices. 

Data quality is ‘the assurance that data produced is exactly what was intended to be produced and fit 
for its intended purpose’ (Ng, 2021). Definitions of data quality and data integrity are especially difficult 
to tease apart, with data quality often expressed as an attribute of data integrity or vice versa (Sandhu, 
1993; Koltay, 2016). Data quality speaks to the value of the data collected about the phenomenon under 
investigation and the utility of data collected with respect to the research question(s) or use for which 
the data were collected. The characteristics of data quality include accuracy, completeness, reliability, 
traceability, and relevance (National Academies of Sciences, Engineering, and Medicine, 2019a).  We 
position data quality as a component of research data integrity because data quality primarily speaks to 
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fit and utility whereas research data integrity speaks to a much broader context of the trustworthiness 
of data throughout the research lifecycle.  

Data security refers to both the physical security and technological protection of data to safeguard them 
from corruption, unauthorized access, or loss. Data security emphasizes protection from unintentional 
changes to data and preventing threats to research data integrity. Data security measures include robust 
backup systems, controlled access, secure storage, encryption, protection during transmission/transfer 
among users or devices, and appropriate access controls when sharing (Corti, et al., 2020). Data 
governance is also an essential data security measure for protecting the integrity of research data and 
other data assets (Koltay, 2016). Data governance is defined as ‘all policies, processes and principles 
related to the management, use, and security of data’ (McCaig and Rezania, 2021, p. 5). In fact, 
McDowall’s four-layer data integrity model designed for the pharmaceutical industry has data 
governance as its foundation layer (2019). Data governance strategies can help define policy frameworks 
for maintaining and implementing data security.  

3.2 Documentation and training 
Documentation and training are integral to the concept of research data integrity and highlighted in our 
model as supporting elements. Documentation and training serve as communication devices that link 
the other components, relaying information that is either unique to a component or common among 
components. Documentation conveys information about data and the research process, and training 
conveys implementation guidance to producers, providers, users, and educators. Such communication 
is central to research data integrity, and without documentation or training, each of the other 
components is weakened.  

To achieve effective data management, quality, and security, the systems in place to collect, 
authenticate, validate, store, secure, backup, access, process, analyze, transmit, and preserve data need 
to be documented. Documentation and metadata equate to transparency in the research process and 
facilitates the four Rs. Standards for capturing data-level documentation should be part of the data 
management plan, built into each stage of the research data lifecycle, and aligned with the FAIR 
Principles (Partescano, 2021; Wilkinson, et al., 2016). Project-level documentation, including standard 
operating procedures and record-keeping best practices, is also needed (Murphy, 2019; Schreier, Wilson 
and Resnik, 2006). This allows any individual working on the project to not only know the correct 
procedure for any given activity (e.g., recording, validating, backing up, or transmitting data), but also to 
understand what has happened to the data from the start of the project until the end. Documentation 
should be kept current, reviewed periodically (on long term projects), easily accessible, broadly 
disseminated among project team members, and included as part of project and team training. 

Research data integrity training (including good documentation practices) is essential for promoting its 
centrality to the four Rs and the success of a research project. Adequate and effective training of 
research personnel is critical to ensure everyone understands the project goals, their responsibilities as 
a researcher as well as part of a team, the governing policies and standard operating procedures for a 
project, and appropriate conduct. This training thus becomes the foundation for ensuring research and 
research data integrity. Training may be structured in a classroom environment or occur via mentoring 
of early-career researchers by seasoned researchers. Although both methods are beneficial, it is 
important to formalize training as a standard and documented practice. The CSE Research Data Integrity 
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Concept Model and the following schema were developed for use in training and with education on best 
practices as a primary outcome. 

3.3 Relationships of core components 
The above working definitions differentiate the core components from each other. From these 
definitions, we can further reveal the relationships between the components. In our CSE Research Data 
Integrity Concept Model (see Figure 1), we highlight how these different components are unique in their 
function and how they interact with one another as components of research data integrity. No single 
component can fulfill the requirements of creating or maintaining the integrity of data. While in 
academia, for example, we often emphasize the critical nature of data management, data management 
alone is not enough to ensure research data integrity, either as a state or as a process, as represented 
by our model. To have integrity, data quality and security must be addressed and supported by 
documentation and training.  

It is the shared space between the components that we can define the dynamic and meaningful 
interactions that occur between the components, which taken together create a holistic approach to 
research data integrity in practice. One of the strengths of our concept model is that it highlights 
progress toward an integrated, cross-disciplinary concept of research data integrity that is formed by 
the interplay between these core components. To illustrate:  

• Data management and data security share processes for providing protection and storage 
of data. 

• Data security and data quality share a state of establishing and maintaining accurate, 
complete, and consistent data. 

• Data quality and data management share outcomes of supporting rigorous and reproducible 
research. 

In our proposed model, research data integrity is comprised of the three individual components of data 
management, data quality, and data security; documentation and training; and the interplay among the 
three components. This interplay yields a shared process, state, and outcome that creates a dynamic 
and cohesive concept of research data integrity that while complex, now allows researchers to plan for 
and realize research data integrity from a practical standpoint.  

4. Implementing research data integrity throughout research lifecycle 
Our second aim is to consider the utility of the core concept of research data integrity and its 
components for data producers, providers, users, and educators. To do this, we ask what research data 
integrity and its components look like in practice and how the CSE Research Data Integrity Concept 
Model (see Figure 1) may be used for training. We turned to research lifecycle models, visual tools for 
research activity planning, to answer this question. Here we focus on the Research Data Lifecycle and 
the Research Project Lifecycle (see Figure 2) to illustrate the embedded nature of research data integrity 
throughout research activities. 

A Research Data Lifecycle provides a high-level overview of working with data, from the planning stage 
before data are generated to preserving data for future use beyond the life of the original project. Each 
stage of the lifecycle is implemented through actions and processes (e.g., adding metadata, cleaning 
data, implementing backup, and selecting a repository) by researchers as they work with data 
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throughout the course of their research project. Research data integrity needs to be maintained 
throughout each stage and therefore the entire Research Data Lifecycle. The actions and processes 
taken by researchers outlined in the lifecycle help to ensure well-managed, secure, documented, and 
quality data.  

While the Research Data Lifecycle provides a framework for the creation, use, preservation, and 
management of research data, the Research Project Lifecycle offers a broad characterization of research 
project activity and provides an outline for conducting high quality research. While these lifecycles are 
often portrayed as independent of one another, there is significant interplay between them. Ideally, 
these lifecycles inform each other in a continuous, dynamic process. The Research Data Lifecycle can be 
viewed as an aspect of the Research Project Lifecycle. To illustrate their interdependence, Figure 2 
presents these two research lifecycles as concentric circles to highlight their interchange, with the 
Research Project Lifecycle as the outer ring and the Research Data Lifecycle as the inner ring.  

 

Figure 2: Research Lifecycle. An illustration of the interdependence between the Research Project 
Lifecycle (outer ring) and the Research Data Lifecycle (inner ring) (adapted from U.S. Geological Survey 
Science Data Lifecycle, Faundeen, et al., 2014). 
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4.1 Research data integrity in practice: Research data lifecycle  
In practice, researchers may not consciously identify the actions they perform in ensuring research data 
integrity. Using the Research Data Lifecycle as a guide, we mapped each lifecycle stage to corresponding 
actions and processes taken by researchers and categorized those activities according to which core 
components related to research data integrity they address, including documentation and training. By 
doing this, we achieve the following:   

• Identify at which stage in the Research Data Lifecycle the different components of research 
data integrity are addressed, 

• Highlight what activities performed by researchers contribute to each component of 
research data integrity, 

• Merge the holistic research data integrity model (the CSE Research Data Integrity Concept 
Model in Figure 1) with a practical model (of the Research Data Lifecycle), and 

• Create a schema (see Figure 3) for research data integrity that is actionable and may be used 
in documentation and training. 

The Research Data Lifecycle that we present in Figure 2 (inner ring) and map to in Figure 3 has seven 
stages that are summarized in Table 3. 

Table 3: Stages of the Research Data Lifecycle 

Plan 
Establishing and documenting guidelines for a research project, from data 

acquisition through preservation and sharing 

Acquire Acquiring, generating, creating, or collecting data 

Process  
Preparing data, new or previously collected, such as cleaning, validating, 

subsetting, or integrating 

Analyze 
Exploring and interpreting processed data, such as statistical analysis, 

visualization, or modeling 

Preserve Ensuring long-term reusability and accessibility of data 

Publish  Publishing data; for example, by making data available with published articles 

Share Sharing datasets with other researchers for reuse, often via repository services 

  

Each stage of the Research Data Lifecycle is associated with activities that correspond with multiple, and 
in most cases all, of the components related to research data integrity. For example, data quality is not 
achieved at a single point in the Research Data Lifecycle, but rather through multiple activities that take 
place throughout the lifecycle. The schema (see Figure 3 for the CSE Research Data Integrity 
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Implementation Schema) offers a mapping diagram that further emphasizes the intersections between 
the components of research data integrity as illustrated in the CSE Research Data Integrity Concept 
Model (see Figure 1). Researcher actions and the research data integrity components are not isolated 
activities, but rather they interact with one another to build a web for achieving research data integrity.  

 

Figure 3: CSE Research Data Integrity Implementation Schema. A schema for implementing research data 
integrity throughout the Research Data Lifecycle. 
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The CSE Research Data Integrity Implementation Schema (see Figure 3) provides a visualization for 
implementing research data integrity throughout the Research Data Lifecycle. It is significant to note 
that the Plan stage uniquely maps directly to each of the key components and not to specific actions. 
While Plan is its own stage in the lifecycle, it is essential for all other actions and processes that take 
place at each subsequent stage. Researchers should plan for the acquisition, processing, analysis, 
publication, sharing, and preservation of data. As a result, planning for data management, data quality, 
data security, as well as documentation and training occurs. Purposefully planning for research data 
integrity requires careful consideration of its components and their relationships to yield reliable, 
trustworthy, valid, and secure data throughout each stage of a Research Data Lifecycle. In addition, 
purposeful planning enables researchers to conduct rigorous research and generate outcomes that not 
only reflect the desired research data integrity characteristics, but that are also reproducible, replicable, 
and reusable.  

What is also noticeable in the Plan stage, along with Acquire and Process stages, is that most of the 
activities associated with data quality fall into these three stages of the lifecycle. This is because 
researchers are actively working with the data (e.g., collecting/generating, cleaning, manipulating, and 
interpreting data). Consequently, there is ample opportunity within these activities to compromise how 
data are being handled, their fit for purpose or accuracy, or the rigor of the research being conducted. 
At the Preserve stage, however, the quality of the data has been established, and addressing integrity 
focuses on maintaining that quality through security and curation (or long-term data management) of 
the data to prevent unauthorized changes that would alter the data from their original state. This is 
emphasized by the role data security plays in the Preserve stage. 

Making data available to others allows for the data’s quality to be assessed and for others to try to 
reproduce or replicate the results when made available alongside published papers, protocols, or code. 
When data providers and producers make data publicly available, the data need to be in a form such 
that they can be used and evaluated, which requires them to be accompanied by sufficient 
documentation for their content and value to be ascertained by users (National Academy of Sciences, 
National Academy of Engineering, and Institute of Medicine, 2009). Thus, data sharing, and data 
management by extension, supports data quality (National Academy of Sciences, National Academy of 
Engineering, and Institute of Medicine, 2009). We elected to represent Publish and Share as separate 
stages in this model to highlight sharing as a mechanism for dissemination of data for transparency and 
reuse (potentially with restrictions), not only for data associated with a publication. Sharing data in a 
data repository also supports the long-term preservation of and access to data as responsibilities are 
transitioned from individual researchers to digital preservation professionals. 

Mapping between the Research Data Lifecycle stages and activities associated with research data 
integrity core components illustrates the complexity of research data integrity in practice. There is not 
one action that researchers take to achieve research data integrity or, for that matter, one action to 
achieve quality, security, or the management of data. The web of interactions represented in the CSE 
Research Data Integrity Implementation Schema (see Figure 3) illustrates the complexity of research 
data integrity (and its components) as well as its significance when considering the role of data in 
rigorous and reproducible research, as well as in replication and data reuse. 
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4.2 Research data integrity: Research project lifecycle 
Our CSE Research Data Integrity Implementation Schema (see Figure 3) illustrates research data integrity 
implementation in the context of the Research Data Lifecycle activities, which is inherently embedded 
in the Research Project Lifecycle as modeled in Figure 2. Thus, the schema suggests an indirect 
relationship between research data integrity and the Research Project Lifecycle, via interplay with the 
Research Data Lifecycle. Research data integrity, however, cannot be left to chance due to its central 
role in the four Rs. Therefore, the relationship between research data integrity and the Research Project 
Lifecycle needs to be prioritized. To accomplish this, we suggest three approaches for applying the model 
and schema in practice: education in the classroom, day-to-day training and support of researchers and 
scholars, and fostering institutional culture. 

Research data integrity can be incorporated into classroom instruction through the exploration of theory 
as well as hands-on case studies, regardless of discipline. Our CSE Research Data Integrity Concept Model 
(see Figure 1) and CSE Research Data Integrity Implementation Schema (see Figure 3) can be used as 
educational and instructional tools for students to explore in context of their discipline; courses about 
research methods, research integrity, experimental design, or reproducibility/replication are a natural 
fit. To illustrate the potential, we share the following example, proposed by the student whose question 
initiated this probe into research data integrity. In this exercise, students use datasets (whether pre-
existing or created as part of a class) and multiple checkpoints to evaluate the effects of bias, taxonomy, 
reference database selections, methodologies, and other elements of the Research Data Lifecycle on 
research results. The multi-step exercise enables students to develop a working understanding of 
research data integrity, its complexity, and the dynamic interplay of its components within the broader 
context of rigor, reproducibility, and replication (Sall, 2020). Incorporating such instruction and exercises 
in undergraduate and graduate coursework not only helps to address the four Rs but also aids in teaching 
data literacy to students, an increasingly important and competitive skill not only in contemporary 
science but also in daily life (Smalheiser, 2017; Teal, et al., 2015; Wolff, et al., 2016).  

Outside the classroom, research data integrity training opportunities can be incorporated into existing 
channels that support students and researchers throughout the Research Project Lifecycle. In labs and 
research groups, this can be achieved through standardized training for new students or new employees. 
Research workshop series can be a natural forum for research data integrity training with the benefit of 
jointly engaging new and experienced researchers in research data integrity discussions. Other 
opportunities include lab/team/group meetings, journal clubs, online resources or guides, or topic-
based events, such as International Love Data Week. Teaching both the complex concept of research 
data integrity and its components utilizing our CSE Research Data Integrity Concept Model (see Figure 
1) and CSE Research Data Integrity Implementation Schema (see Figure 3) to illustrate implementation 
provides researchers, regardless of their discipline or experience level, a practical model and 
standardized vocabulary that can be deployed while they address challenges, utilize new analytical tools, 
or build cross-cutting collaborations.  

In additional to education and training, cultivating an institutional culture that includes open dialogue 
about research data integrity is critical. Policies related to research data ownership, management, use, 
and sharing are an important tool to establish definitions, procedures, and guidelines that address 
research data integrity and its components. Institutions can promote research data integrity-related 
discussions, resource deployment, and policy implementation by hiring dedicated personnel, 
encouraging collaboration to leverage expertise, or re-envisioning roles of compliance officials, data 
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managers, information technology, librarians, curriculum development specialists, or research 
development specialists. Institutional research communication channels are a valuable vehicle to inform 
research and scholarly communities about resources and best practices, share success stories, and 
encourage ongoing discussions around research data integrity. Collectively, investment in institutional 
research data integrity education, training, resource development, and personnel support provides a 
framework that strengthens a researcher’s ability to plan and conduct their research activities based on 
the foundation of research data integrity.  

5. Research data integrity and the Four Rs 
The third and final aim of this paper is to demonstrate the role of research data integrity in the four Rs 
and facilitate researchers in achieving the gold standard of research: research that is rigorous, outcomes 
that are reproducible and replicable, and data that can be reused (the four Rs). Many of the 
recommendations in the National Academies report, Reproducibility and Replicability in Science, speak 
to efforts that address data integrity and include education and training (National Academies of 
Sciences, Engineering, and Medicine, 2019b). As illustrated in our CSE Research Data Integrity Concept 
Model (see Figure 1) and CSE Research Data Integrity Implementation Schema (see Figure 3), researchers 
need to purposefully plan during each stage of the Research Data and Project Lifecycles to achieve 
research data integrity. Using best practices to implement each of the research data integrity 
components throughout the research lifecycle not only can protect research data integrity but can also 
result in a research effort that is closer to that gold standard – achieving the four Rs.  

Planning and managing for research data integrity can serve as a resource allocation tool. Stewardship 
– the relationship between research, researchers, and society – is a core value of research and being 
responsible stewards of resources (e.g., people, time, funding, training, etc.) is part of this (National 
Academies of Sciences, Engineering, and Medicine et al., 2017). The four Rs are characteristics of 
stewardship and managing for research data integrity is one means for allocating resources to achieve 
them. Furthermore, stewardship of resources is a responsibility of all researchers and the research 
enterprise, and it is a key component of research integrity more broadly (National Academies of 
Sciences, Engineering, and Medicine et al., 2017).  

Training for research data integrity can serve as a research management tool. When collaborators – 
whether they are a data producer, provider, user, or an educator – are operating with the same 
philosophy and vocabulary about data, a shared understanding of each collaborator’s responsibilities, 
activities, and outputs is more easily achieved. When the four Rs is the goal and research data integrity 
is viewed as foundational to that goal, researchers can conduct innovative, exemplary, and impactful 
work. Research data integrity can help an individual or team conduct research efficiently, produce high-
quality research, and enable others to make use of research outputs with confidence and fidelity. 
Further, understanding research data integrity is particularly important in interdisciplinary research and 
in collaborative cross-sector research (i.e., academia, business, and industry) where different norms, 
procedures, and terminology regarding data exist. 

When planned and intentionally implemented throughout the Research Data and Project Lifecycle, 
research data integrity can also serve as a risk management tool. The CSE Research Data Integrity 
Concept Model (see Figure 1) and CSE Research Data Integrity Implementation Schema (see Figure 3) 
provide a standardized vocabulary, a framework to define and document research activities, and a guide 
for the roles and interplay of data management, data quality, and data security. Whether implemented 
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by a single researcher or across a team, a methodical and holistic approach to research data integrity 
can reduce the risk of errors related to both the state of data as well as the process of creating, using, 
and managing it – a requirement of the four Rs. It can further protect against the use of detrimental 
research practices, whether intentional or accidental, that erode the rigor of research and can contribute 
to irreproducibility (National Academies of Sciences, Engineering, and Medicine et al., 2017). 

6. Conclusion  

Research data integrity provides a strong foundation for high quality research outcomes. Addressing 
research data integrity with intentionality can significantly impact the way we plan, execute, and 
advance science. It provides a framework to foster reproducible and replicable science, support resource 
stewardship, preserve the public trust in science, and inform decision-making about policy. Our initial 
aim of this undertaking was to disentangle the complexity of data integrity in a way that could be useful 
for producers, providers, users, and educators. We position our model and schema within the larger 
dialog around research integrity and illuminate the role that research data integrity and its components 
play in the four Rs. Our proposed CSE Research Data Integrity Concept Model and CSE Research Data 
Integrity Implementation Schema enable the complexity of research data integrity to be taught 
effectively. In addition, they provide a framework for researchers to be intentional in their planning 
around research data integrity and research integrity more broadly. Demonstrating the central role of 
research data integrity in the four Rs is particularly pertinent given the growing concern about rigor and 
reproducibility issues in several disciplines in the past decade (e.g., Fanelli, 2018; Medaglia and 
Fernandez, 2022, Open Science Collaboration, 2015) and in research that has immediate bearing on 
human health, the environment, or policy development. 

This paper provides a high-level overview of our proposed CSE Research Data Integrity Concept Model 
and CSE Research Data Integrity Implementation Schema and their value as education and training tools. 
They are intended for data producers, providers, users, and educators to conceptualize the relationships 
between research data integrity core components and for intentionally planning and implementing 
research data integrity during a research project. The model and schema transcend any specific 
discipline and can be applied to a wide range of contexts, sectors, and disciplines to facilitate the 
realization of the four Rs. For other types of data (i.e., organizational, administrative, or product 
development data), the schema can be adapted to map to actions and processes that are more aligned 
with activities that take place during the lifecycle of those data. In future work, applying the model and 
schema to discipline-specific case examples will further illustrate their widespread utility in practice and 
reinforce the role of research data integrity in research rigor, reproducibility, replication, and data reuse 
across all disciplines. Additional future work using the model and schema involves development of 
curriculum and training modules for research data integrity and assessing learning outcomes.  

When we view the CSE Research Data integrity Concept Model, we notice that the shared spaces 
between the components consistently support the four Rs. Data management supports the outcome of 
rigorous and reproducible research, in addition to the process of data protection and storage. Data 
quality supports the outcome of rigorous and reproducible research, as well as the state of accurate, 
complete, and consistent data. Data security supports the state of accurate, complete, and consistent 
data, while also supporting the process of data protection and storage. With the added layers of 
documentation and training, we demonstrate that the interplay between data management, data 
quality, and data security comprise a crucial and viable framework to realize research data integrity that 
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enables the achievement of robust science, which ultimately advances our knowledge of the world 
around us.  
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